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THE HITCHHIKER'S GUIDE
TO THE CYBER GALAXY
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* Network and Information Security « European Cybersecurity
(NIS2) Alert System made up of
* Cybersecurity Act (Certification) national and cross-border
* EU toolbox for 5G security Cyber Hubs (Cyber Solidarity
* Cyber Resilience Act (CRA) Act)
Forthcoming:
* Risks Assessments
* Preparedness of Cyber Emergency
Mechanism & Cybersecurity
Incident Review Mechanism

(Cyber Solidarity Act) f

PREVENT \,/' DETECT
\_

INVEST IN CYBER CAPABILITIES (EU + Member States + industry) /e

International cooperation frﬁj
(cyber dialogues, digital dialogues and institutional cooperation)
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* Cyber Crisis Management * Cyber Defence Policy
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e EU.CyCLONe * Cyber Diplomacy Toolbox
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* Cyber Emergency Mechanisms
(Cyber Solidarity Act)

[E: EU Cybersecurity Reserve

T

European Cybersecurity
Competence Centre
Cybersecurity Skills and Awareness
(Cyber Skills Academy)




Next strategy — 202

Additional guidelines: State of the Union (September) + European Commission

/>Work Programme (October)
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NiS2 COMPLIANCE ROADMAP

6° Supply Chain
Security Measures

4° Cyber Strategy
and Governance
Framework

2° Cross-functional
Compliance Team

1° Understand NIS2
Requirements

7° Test, Review,
and Improve

5° Information Security
Management Practices

3° Conducta
Gap Analysis
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- increase the transparency ¢ e safety features of products with digital

elements and enable businesses and consumers to use products with digital

elements safely.
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- the establishment of a Cybersecurity Incident Review Mechanism with a view to assess
and review specific cybersecurity incidents and make recommendations to improve the

EU's cybersecurity posture.
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®* manage financial support for cybersecurity from Horizon and Digital Europe

(DEP).
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https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/programmes/digital
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/programmes/digital
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